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Abstract— With the advent of internet and mass media in recent years, online storage of multimedia data in the form of 
images and videos has become essential. Thus the security of such data also plays a vital role. In this paper, a novel image 
encryption scheme based on cellular automata (CA) and chaotic logistic mapping has been presented. The logistic chaotic 
mapping is used for shuffling the pixels which results in permutation. This permuted image is converted into a binary stream 
image where each rows of the image are converted into binary streams. Then a hybrid cellular automata (HCA) is used to 
provide diffusion by local interaction of the adjacent bits by applying various CA rules in the permuted image and confusion 
is brought by the cellular automata rules and keys from pseudo random number generator. In this scheme both reversible and 
irreversible cellular automata are used where irreversible cellular automata is used as a Pseudo Random Number Generator 
(PRNG) and reversible CA is used for diffusion. The properties of the encrypted image such as entropy, correlation 
coefficients, histogram, key space and key sensitivity prove that the encryption scheme is highly robust against attacks and 
also reliable in transmission loss scenarios. 
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I. INTRODUCTION 
 

Due to wireless communication and internet, 
users may transmit or store images in internet where 
the security of such multimedia data from impostors 
and online intruders is necessary. Thus various image 
encryption scheme have been used in the history 
where scan based methods, transform based methods 
and chaos based methods are predominant. In recent 
years cellular automata have been in use for 
encrypting 1D, 2D and 3D data due to its simple 
linear structure and chaotic behavior. Cellular 
automata based encryption schemes have shown 
better performance in terms of robustness and 
information security due to its confusion and 
diffusion property [1]. There are two types of cellular 
automata namely reversible and irreversible. In 
reversible CA, it is possible to retrieve back to the 
original state from the updated state by backward 
iteration whereas in irreversible CA we cannot get 
back to the original state after updating by the 
forward iteration [2]. It also provides data integrity 
due to its reversible behavior. Further logistic 
mapping based permutation essentially reduces the 
correlation of the permuted binary stream image 
which is given to CA for encryption which results in 
better performance characteristics.  

 
In our scheme, there is an initial pixel shuffling 

using logistic map and the there are two rounds of CA 
based encryption where we use both reversible and 
irreversible CA for encryption where irreversible CA 
which acts as a PRNG is used to generate the round 
keys for the encryption scheme. This key is 
symmetric as the same key also has to be possessed  
 

 
by the user to decrypt the image. The reversible CA is 
used for diffusion by local interaction. 

 
In this paper the basic overview of cellular 

automata in image encryption is discussed in section 
II followed by introduction to chaotic logistic 
mapping in section III and in section IV the proposed 
encryption and decryption scheme is explained and 
followed by various performance analysis of the 
cipher image in Section V. 
 
II. CELLULAR AUTOMATA 
 
Cellular automata is a rectangular grid of cells where 
both time and space are discrete i.e. the states and the 
size of the cells are finite. The relationship between 
the adjacent cells are defined locally by a rule. A new 
generation of the cells are updated according to a 
fixed rule depending on the current state of the cell 
and the states of its neighborhood. 

 
With this property, reversible CA can be made 

full use of in cryptosystems in a most natural way: the 
plaintext is coded as an initial configuration of a CA. 
The CA rule is the key and the final configuration, 
obtained by forward iteration of the CA for fixed time 
steps, is the cipher text. The receiver who knows the 
secret rule, is able to recover the plaintext by 
backward iteration of the same CA. For instance, a 
kind of reversible memory CA are suggested and 
employed to design image security systems. This 
cryptosystem is featured by its large key space and 
high speed. Nevertheless, the problem with this 
approach is that not every CA rule can make sure that 
CA exhibit random and complex behavior which 
performs good confusion property [3]. 
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III. CHAOTIC LOGISTIC MAPPING 
 

The logistic map is 
a polynomial mapping of degree 2, often cited as an 
archetypal example of how 
complex, chaotic behavior can arise from very 
simple non-linear dynamical equations. The map was 
popularized in a seminal 1976 paper by the 
biologist Robert May,  in part as a discrete-time 
demographic model analogous to the logistic equation 
first created by Pierre Francois. Mathematically, the 
logistic map is written as given in (3). 

Xn+1 = µ Xn (1-Xn)   (3) 
 

Here Xn is a number between zero and one that 
represents the ratio of the existing population to the 
maximum possible population. The µ=4 case of the 
logistic map is a nonlinear transformation of both 
the bit-shift map and the µ=2 case of the map. The 
behavior of the logistic map is dependent on µ which 
is a constant, the map produces complex relationship 
between the present and next state when 
3.5699456<µ<4 [15]. 

Generally the pixel values and locations are 
changed randomly using chaotic logistic map. The 
values of the pixels or pixel co-ordinates are 
converted into floating notation in the range of 0 to 1 
which are taken as Xn, the mapping rule is applied for 
a certain number of iterations to obtain the chaotic 
values as Xn+1. These floating point values are 
mapped back to decimal notation by multiplying with 
a huge number such as 1010 and discretize it using 
mod operation. This traditional technique is known 
as Discretized logistic mapping [15].Chaotic maps 
are used along with other encryption techniques to 
reduce the correlation between adjacent pixels and to 
improve the chaotic behavior. There are different 
maps such as tent map, Baker’s map, Arnold Cat 
map, Cat map which can also be used similarly by 
using appropriate nonlinear equations which produce 
different results and their chaotic behavior varies 
from one another with each mapping technique 
having their own advantages and disadvantages. 
 
IV. ENCRYPTION SCHEME 

 

A. Chaotic Logistic Mapping 
In our scheme, initially we use the logistic 

chaotic mapping for permutation of original image’s 
pixel locations. Thus the adjacent pixel have no 
relationship between them bringing down their 
correlation. The scheme can be explained as follows: 
Step 1: Get the size of the input grayscale image 

i.e., number of rows and columns. 
Step 2: Convert these row and column index to 

floating point values (Kr, Kc) by dividing 
the index by their maximum values. 

Step 3: Subtract a constant value (0.007 & 0.003 
for row & column index in our algorithm) 

from these floating values to break the 
symmetric property obtained due to 
logistic mapping technique.  

Step 4: Let µrow=3.712381 & µcol=3.579703 be 
the constants which produces chaotic 
behavior between the next state and the 
present of a pixel location. 

Step 5: Iterate the row and column index 
according to the rule given in (1) to get 
K’r and K’c. Let iteration number be a 
prime number greater than 256 for the 
result to be chaotic. 

Step 6: Sort the values K’r& K’c and find their 
index and match them. 

B. Cellular Automata Diffusion 
A reversible CA can be regarded as an 

information processing unit. Here, ri rj {00; 01; 10; 
11} are control bits which determine the selection of 
cellular automata rules. Two initial configurations of 
the reversible CA C(0), C(1)  are viewed as the 
inputs, while the outputs are the two final 
configurations C(d), C(d+1), which are obtained after 
d times forward iteration of the reversible CA. We 
refer to this processing unit as an elementary block of 
our image cryptosystem. 
Table 4.1 Cellular Automata Diffusion Rules 

Group CA Rule RiRi+1 

 
Group 1 

ej
t+1=ej-1⊕ej⊕ej+1 00 

ej
t+1=ej+1⊕ej⊕ej-1 01 

ej
t+1=ej-1⊕ej⊕ej+1 10 

ej
t+1=ej-1⊕ ej⊕ej+1 11 

 
Group 2 

ej
t+1=ej-1⊕ej⊕ej+1 00 

ej
t+1=ej-1⊕ej⊕ej+1 01 

ej
t+1=ej-1⊕ej⊕ej+1 10 

ej
t+1=ej-1⊕ej⊕ej+1 11 

 
Initially we convert the permuted image I’

MxN into 
rows of binary sequences to obtain the binary stream 
image BMxN. Here, N is even. If not, a random row of 
pixels could be added at the end of the image. The 
length of each binary sequence is L=MXT bits, where 
T is the number of bits per pixel. In our encryption 
scheme there are two rounds of encryption. The key 
K1 and rule selectors r1 are used for first round while 
key K2 and rules r2 are selected for second round. We 
obtain a good performance by the encryption scheme. 
The encryption scheme is shown in Fig.4.1. 

 
Fig 4.1 Block Diagram of Encryption Scheme 
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The first round: 
Step 1: Take first two rows of binary stream image 

and key K1 and XOR them to get C1 and 
C2. Iteratively apply the CA diffusion rule 
selected according to first two rows values 
of r1 to obtain C`1 & C`2. Then again XOR 
C`1 & C`2 with first two rows of key K1. 

Step 2: Take the third and fourth rows of the binary 
stream image and XOR with next two rows 
of key K1 and previous two encrypted rows. 
Then similarly apply iterative CA rule 
depending on third and fourth rows of rule 
selector r1. Then again XOR with key and 
previous two rows if the encrypted matrix. 
Repeat the step 2 until step N/2. 

The second round: 
Then flip the first round encrypted matrix upside 

down and perform the steps similar to first round with 
key K2 and rule selector r2. The encrypted matrix is 
converted back to decimal values ENCMxN from 
binary streams. 
Decryption Scheme 

This scheme is a symmetric encryption algorithm 
thus the keys and rule selectors have to be known at 
the decryption side. The decryption is the exact 
reverse procedure of encryption which also has two 
rounds. The key K2 and rule selector r2 for first round 
while key K1 and r1 for the second round. Initially 
convert the encrypted image ENCMxN. 
Step 1: Take the last two rows of the encrypted 

matrix and key K2 along with previous two 
rows of encrypted matrix and XOR them. 
Then apply the iterative CA rule selected 
based on r2. Then again XOR the iterated 
value with key K2 last two rows and 
previous two rows of the encrypted matrix. 
Repeat this step similarly for all rows. 

Step 2: Flip the matrix after first round of 
decryption and apply key K1 and rule 
selector r1 similar to the first round to obtain 
the decrypted matrix DECMxN. The original 
image peppers 512 x 512 encrypted by our 
scheme are shown in Fig 4.2. 

C. SELECTION OF ITERATION NUMBER  
In this algorithm, the iteration number d of the 

reversible CA needs to be determined before 
encryption, because the value of the iteration number 
is closely related to the diffusion property of the 
image encryption algorithm. A change at a given 
position in the initial configuration of a CA may 
produce a change at position r x d away from the 
given position in the final configuration under a 
radius r rule iterated d steps. Suppose a CA has L 
cells and cyclic boundary condition is taken, the 
iteration number d is required to meet the condition in 
(1). 

푑 ≥    (1) 
With the above discussion, the sufficient 

avalanche effect that a small change in the plain 
image can cause a drastic change in the ciphered 

image would be expected when d = L/4 for two-round 
encryption in our scheme. 
 

 
 

 
 

Fig.4.2 (a) Original image Peppers 512 x 512, (b) 
Permuted image, (c) Encrypted image, (d) 

Decrypted image 
 
V. PERFORMANCE ANALYSIS 

 

Any encryption algorithm is graded based on its 
certain performance parameters. To test the security, 
complexity and chaotic nature of the encrypted 
image, analyses such as entropy analysis, histogram 
analysis, correlation coefficient analysis, key space 
analysis, statistical analysis, key sensitivity analysis 
and robustness analysis are performed. 
A. KEY SPACE ANALYSIS 

The key space refers to the set of all possible keys 
that can be used in the cipher system [12]. A 
necessary, but usually not sufficient, condition for an 
encryption scheme to be secure is that the key space 
should be large enough to preclude exhaustive search. 
In our proposed encryption algorithm, the relatively 
short key (secret seed) shared by the transmitter and 
receiver is expanded to form the sufficient long keys 
(reversible CA rules) by a secure PRNG. This would 
make different non-affine and balanced rules are used 
in each sub-round encryption, which greatly enhance 
the security of the algorithm. 

The length of the secret seed adopted in our key 
expansion algorithm is 256-bit, so the key space is 
2256 is expanded using reversible CA so the key space 
becomes 2256x256x2 which is sufficient large to prohibit 
exhaustive search of the key space. Further the 
iteration number, CA rules used, logistic mapping µ 
values increase the key space. 
B. INFORMATION ENTROPY ANALYSIS 

Information entropy is regarded as the most 
important feature of randomness. The information 
entropy H (m) of a source is calculated by the 
following formula:  

(a) 

(d) (c) 

(b) 
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퐻(푚) = 푝(푚 ) log
1

푝(푚 )  

….(4) 
where p(mi) is the probability of symbol m [12]. For a 
gray image, each pixel can be represented by 8 binary 
bits. The maximum value of information entropy is 8 
for 8 bit data for which the information source is 
random. So the entropy value of the encrypted image 
should be close to 8.The entropy was calculated for 
different images with different sizes. For peppers 
image of size 512 x 512, the cipher image had 
entropy of 7.9993 which means it is less possible for 
our cryptosystem to divulge information. The entropy 
was also calculated different low frequency and high 
frequency images in table 5.1. The entropy is 
compared with ping method [14] and Wang method 
[16] as given in table 5.2. 
Table 5.1 Entropy Analysis 

Image Entropy Values 
Original Image Encrypted Image 

Lena 256x256 7.4328 7.9974 
Baboon 256x256 6.6962 7.9972 
Peppers 512x512 7.5867 7.9994 

Cameraman 
512x512 

7.0480 7.9994 
 

Table 5.2 Entropy Comparison 

Method 
Entropy 

Lena 256 x 256 Peppers 512 x 
512 Our Method 7.9974 7.9994 

Ping Method 
[12] 

7.9970 7.9994 
Wang Method 

[16] 
7.9969 7.9993 

 
C. HISTOGRAM ANALYSIS 

The histogram plot is the graphical representation 
of the distribution of the gray values of an image 
where the x-axis represents the gray values while the 
y-axis corresponds to its frequency [16]. The 
histogram of the original grayscale image Lena of 
size 256 x 256 and its encrypted image are shown in 
Fig 5.1 from which we can see that the histogram of 
the encrypted image is flat where there is equal 
probability of occurrences of all gray values. Thus 
our encryption scheme can be robust against brute 
force attack and dictionary attacks. 

 
 

 
Fig. 5.2 (a) Original image, (b) Original image 
histogram,     (c) Encrypted image, (d) Encrypted 
image histogram  
D. CORRELATION OF TWO ADJACENT PIXELS 

In general, adjacent pixels of most natural images 
are highly correlated. An effective encryption scheme 
should produce the cipher image with sufficiently low 
correlation of adjacent pixels [16].To test the 
correlation between horizontally, vertically, and 
diagonally adjacent pixels in the image the following 
procedure is carried out. Then, we calculate the 
correlation coefficient by using the following 
formulas: 

퐸(푥) =  ∑ 푥    (8) 

퐷(푥) = ∑ (푥 − 퐸(푥))   (9) 

푐표푣(푥,푦) = ∑ (푥 − 퐸(푥))(푦 − 퐸(푦)) 
 (10) 

훾 = ( , )
( ) ( )

    (11) 

where x and y represent gray values of two adjacent 
pixels in an image. The horizontal, vertical and 
diagonal correlation coefficients of the original and 
encrypted image are shown in table 5.4 from which 
we can see that the correlation coefficients of the 
encrypted image are very low. 
Table 5.4 Correlation Coefficient Analysis 

Thus adjacent pixels in the encrypted image 
are highly uncorrelated. The correlation coefficients 
plot of the original and encrypted image is shown in 
fig.5.3 from which we can see that the coefficients 
are spread throughout the pixel range for the 
encrypted image. 

Image 

Correlation 
Coefficient 

(Original Image) 

Correlation 
Coefficient 

(Encrypted Image) 

Hori. Vert. Diag. Hori. Vert. Diag. 
Lena 0.9654 0.93540.89950.00120.00410.0008

Baboon 0.8368 0.87100.78410.00300.00070.0045
Peppers 0.9870 0.98340.97150.00080.00130.0021

Cameraman 
512x512 

0.9900 0.98320.97330.00210.00090.0019

(a) 

(c) 

(b) 

(d) 
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Fig 5.3 Correlation Coefficient Plot of original & 

Encrypted image 
 
E. NIST STATISTICAL ANALYSIS 

The randomness of the output sequence is one of 
the criteria to evaluate the security of cryptographic 
algorithms. Although various kind of randomness 
tests have been proposed so far, there is no known 
sequences generated by an algorithm which pass all 
the randomness tests. One of the most popular 
randomness tests is the SP800-22 published by the 
National Institute of Standards and Technology 
(NIST). The SP800-22 provided a statistical test suite 
(STS) consisting of 15 tests. These tests focus on a 
variety of different types of non- randomness that 
could exist in one sequence. For each test, the default 
significance level α=0.01 was used for the analysis of 
P-value obtained from various tests. If P-valueT ≥ 
0.0001, then the sequences can be considered to be 
uniformly distributed [12]. NIST statistical test 
results prove that the results of this scheme has 
passed all the 15 tests as shown in table 5.3. Thus the 
encryption scheme is statistically highly random 
which is highly tedious for any impostor to decrypt 
the information without knowing the keys by 
exhaustive search and brute force attack. 
F. DIFFERENTIAL ANALYSIS 

Generally the attacker can make as light change of 
the plain image and then observes the change of the 
result. Thus he may find out a meaningful 
relationship between the plain image and the cipher 
image. If one minor change in the plain image can 
cause a significant change in the cipher image with 
respect to diffusion and confusion then this 
differential attack would become very inefficient and 
practically useless. To test the influence of one image 
pixel change on the whole image encrypted by the 
proposed scheme two common measures wereused: 
NPCR (number of pixels change rate) and UACI 
(unified average changing intensity).They are 
mathematically defined as follows: 

푁푃퐶푅 =
∑ ( , )

  
× 100 %  (12) 

푈퐴퐶퐼 =
  

[∑ | ( , ) ( , )|]  ×  100 % 
 (13) 

where W and H are the width and height of the cipher 
image. L is the number of bits used to indicate the 
color of a single pixel. The gray values of the pixels 
at position (i, j) of two ciphered images C1 and C2 
are denoted as C1(i, j) and C2(i, j) respectively. To 
test our proposed method, one pixel in the plain 
image is randomly selected and changed. Then, two 
images that are different in only one pixel value are 
encrypted using the same key. Finally, the NPCR and 
UACI values are calculated and tabulated in table 5.5. 
Table 5.3 NIST Statistical Analysis 

Statistical  Test P-value Proportion 
Frequency 0.657933 .99 
Block Frequency 0.514124 .99 
Runs 0.366918 1 
Longest runs of ones 0.637119 .96 
Rank 0.202268 .98 
Spectral DFT 0.897763 1 
Non-overlapping 
templates 

0.419021 .99 
Overlapping templates 0.171867 .98 
Maurer’s Universal 0.075719 1 
Linear Complexity 0.637119 1 
Serial 0.719747 1 
Approximate entropy 0.494392 .97 
 Cumulative 
sums(Forward) 

0.350485 .99 
Random excursions 0.213309 1 
 Random excursions 
variant 

0.911413 1 
 
Table 5.5 Differential Analysis 

Image Name NPCR (%) UACI (%) 
Lena 95.22 16.41 

Mandril 89.41 14.67 
Peppers 89.09 14.83 

Cameraman 90.39 15.37 
 
G. KEY SENSITIVITY ANALYSIS 

An outstanding cryptosystem should not only be 
sensitive to plain text but also be sensitive to key. To 
evaluate the key sensitivity of our scheme, two tests 
have been performed. For the first key sensitivity test, 
the plain image is encrypted by using a 256 size seed 
key. Next, the seed key is changed by one bit and 
encrypt the same input image and then we compute 
the correlation coefficient between two cipher 
images.It is seen that original image can be well 
recovered with a correct key while a random-like 
image is obtained with a wrong key as shown in fig 
5.4.  

  Fig.5.4 Key Sensitivity Analysis 
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H. ROBUSTNESS ANALYSIS 
To testify the robustness of such image encryption 

scheme, we occlude i.e., replace some portion of the 
encrypted image with zeros and use the correct 
decryption key. Then we see the extent to which we 
can decrypt the image and the amount of visual 
information loss is less with PSNR of 31dB.The ½ 
occluded and ¼ occluded encrypted images and their 
corresponding decrypted images are shown in fig 5.5 
from which we can see that the information is not 
fully lost due to occlusion and we can obtain visually 
less information loss image with acceptable PSNR. 

 

 
 

Fig.5.5 (a) ¼ Occluded encrypted image, (b) 
Decrypted image, (c) ½ Occluded image, (d) 

Decrypted image 
 
CONCLUSION 
 

We conclude that this encryption method has 
many vital applications as it can be implemented in 
hardware at a minimal cost since it involves linear 
operations which doesn’t involve complex integration 
or transforms and as the rules are linear the algorithm 
is simple to implement in hardware. We can also see 
better performance results in various tests and 
analyses such as entropy, correlation and key space.  
This encryption scheme would also be useful in 
military applications were transmission loss may 
occur due to signal coverage problems so that the 
information can be still decrypted by our algorithm 
which show better reliability without compromising 
the security and robustness against attacks. 
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