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Abstract- Cloud service provider basically provides Software, Platform and infrastructure as service to the user on pay-peruse basis. When the user gains a service from a cloud gets vendor lock-in and has to avail all services from a single cloud
provider, while data confidentiality solutions for paradigm are still immature. As organizations are now adopting the cloud
environment the cloud service providers are now moving towards a new concept i.e. multiple cloud where a user can utilize
services from multiple cloud service provider. We proposed secured proxy-based multi-cloud computing framework allows
dynamic, on the- fly collaborations and resource sharing among cloud-based services, addressing trust, policy, and privacy
issues. We integrates cloud with data confidentiality and the possibility of executing concurrent operations on encrypted
data. These multi-clouds are organized by an agreement between different service providers to provide a functionalities to
the client. Multiple cloud where a user can utilize services from multiple cloud service provider.
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observation that a single cloud has certain concerns.
For instance it may cause failure, insider theft, service
availability problems and so on. To overcome this
problem there exists research towards moving to
multi-cloud
environments.
In
multi-cloud
environments, there will be more chances to have
24/7 service availability, security and reduced risk to
the stored data. A common concern in a multi-cloud
environment is that the integrity of data, shared
across multiple users, may be compromised [3].
Moreover, choosing an ideal vendor to provide secure
and guaranteed collaboration service is also nontrivial [4]. Nevertheless, mash up in multi-cloud has
become not only valuable but also essential as it
allows the organizations to easily connect with
artners, customers, and employees from remote
locations with less communication latency.

I. INTRODUCTION
The cloud computing model represents a new
paradigm shift in internet-based services that delivers
highly scalable Distributed computing platforms in
which computational resources are offered 'as a
service'. Cloud computing characteristics include a
network-based access channel; resource pooling;
multi-tenancy; automatic and elastic provisioning and
release of computing capabilities; Clouds can
dynamically provision these virtual resources to
hosted applications or to clients that use them to
develop their own applications or to store data. Rapid
provisioning and dynamic reconfiguration of
resources help cope with variable demand and ensure
optimum resource utilization. We can extract the
maximum efficiency from the cloud computing. And
the users can access the cloud environments. There
are a large number of cloud service providers as of
now. Some of them are Microsoft, Amazon, IBM,
Oracle, and PeopleSoft and so on. These companies
make the cloud business & provide a variety of
services. The service models of cloud include
Platform as a Service (PaaS), Software as a Service
(SaaS) and Infrastructure as a Service (IaaS). The
users can use these services according to need. The
services provided by the cloud are cheaper, therefore
the organizations across the world can grow faster.
More users can be attracted towards cloud by
providing high security. Multiple cloud-based
services, like cloud mash-ups, opens up opportunities
for CSPs to offer more-sophisticated services that
will benefit the next generation of clients.

II. RELATED WORK
This is a review paper based on the research work
done by the researcher in the field of a new
environment in cloud computing i.e. the collaboration
of multi-cloud. This will give an overview of the
techniques which will be helpful for shifting from the
single cloud architecture to multi-cloud architecture,
a security model and cost effectiveness of multi-cloud
compared to a cloud. This section reviews literature
that has been available on cloud computing security
issues and other related topics. There were many
researches that focused on cloud computing security
issues. For instance in [1] multi-shares was proposed
that makes use of secret sharing algorithm Single
cloud environment issued in [2] to solve service
availability problem. The main issue in implementing
multi-cloud is its working in a distributed
environment as the services are to be collaborated
with different cloud service providers to make it

Cloud service providers are supposed to provide high
security to cloud services in order to attract more
users towards cloud. There is an important
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possible a framework is laid in the research work of
“Collaboration Framework for Multi-cloud Systems”
[5] which specify the use of proxies at different level
of collaboration. These proxies can be implemented
by the cloud service provider or can be set by the
institutions\organization so as to gain service from
collaborated service providers. These proxies can also
be used to have a secure communication between the
client and the service provider. To protect data at rest
and data in transit, proxies must provide a trusted
computing platform that prevents malicious software
from taking control and compromising sensitive
client and cloud application data [5]. This also deals
with the security aspect of the cloud computing.
There were many researches that focused on cloud
computing security issues. For instance in [6] multi-
shares was proposed that makes use of secret sharing
algorithm. Cryptographic methods were explored in
[7] for protecting cloud services. Many security risks
are addressed including data integrity, service
availability and data intrusion. This is achieved using
multi-clouds. cloud mash up is achieved by prior
business agreements among the cloud providers and
this limits the security to the individual cloud. Single
cloud environment issued in [8] to solve service
availability problem. Cloud security issues were
discussed in [9] and the cryptography is used as
security solution in [10] single cloud contexts.
“Depot” is the security mechanism proposed in [11]
in single cloud context. Another security mechanism

by name “Venus” is used in [12] for data integrity in
the single cloud context. In [13] service availability is
focused while in [14] a survey is made on security in
the single cloud environment. Another security
mechanism by name “HAIL” was introduced in [15]
in order to improve service availability. This work is
done in multi-cloud environments. A survey was
made in [16] in multi-cloud environment with respect
to data integrity.Moreover our proposed cloud
collaboration allows clients and cloud applications to
simultaneously use services from and route data
among multiple clouds. This framework supports
universal and dynamic collaboration in a multicloud
system. It lets clients simultaneously use services
from multiple clouds without prior business
agreements among cloud providers, and without
adopting common standards and specifications. This
provides security to the data by providing access
control to the clients.
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instance of tightly-coupled collaboration. However, if
autonomous domains mash-up “ondemand” for a
limited period of time, it is an example of looselycoupled collaboration. For both collaborations, if
multiple collaboration requests are generated within
the same period of time or perticuler session.
A. Some specific security issues associated with
collaboration among heterogeneous clouds include:
establishing trust among different cloud providers to
encourage collaboration;
addressing
policy
heterogeneity
among
multipleclouds so that composite services will include
effective monitoring of policy anomalies to minimize
security breaches; and
Maintaining privacy of data and identity during
collaboration.
B. Design Considerations:
A user can utilize services from multiple cloud
service provider.
These multi-clouds are organized by agreement
between different service providers to provide a Low
cost functionalities to the client.
Thus solves the problem of vendor lock in
Proxy
service
provider
provides
secured
communication between the cloud.
C. Description of the Proposed Algorithm:
Aim of the proposed algorithm is to mash up in
multiple cloud to supports universal and dynamic
collaboration in a multicloud system.
Clouds consist of multiple network-connected
resource such as server farms, data warehouses, and
so on that host geographically distributed virtual
machines and storage components that ensure
scalability, reliability, and high availability.
A multi-cloud system that employs proxies for
collaboration consists of three architectural
components: multiple cloud computing systems,
proxy service provider, and clients (or service users).
Such systems can use several possible strategies for
placing proxies in a proxy network.
A client must register himself before his first login
for obtaining access to the content in the cloud. The
details at login are verified with the one stored in
server before granting access. The rescind users will
not get access as their profile is updated in the server
to make him remain block forever.

III. PROPOSED ALGORITHM
Independent systems dynamically come together to
share information for a period of time. No global
policy is maintained as interoperation requests are
“on-demand” to facilitate dynamic data sharing. In a
cloud environment, both tight and loose coupling may
take place depending on the nature of collaboration.
For example, if different departments of an
organization collaborate using cloud services, it is an

The feature that a client can get the contents stored in
the cloud only after the verification of the
authentication of the client through the registered
email. The collaboration between the clouds can only
done by Proxy service provider, user or admin can’t
connect directly to other clouds.
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IV. CONCLUSION AND FUTURE WORK
In present SaaS clouds, online mash up is one of the
popular offerings. However, ensuring secure and fair
mas-up among participating domains is a challenging
task.
owing
of
cloud-based
collaboration,
interoperation requests from a remote user are sent in
form of a set of permissions. we propose a
distributed secure collaboration framework for cloud
mash-up service. Cloud computing technology has
grown to the extent where users can store their
confidential data in cloud storage. Outsourcing such
data to cloud has plethora of advantages. But the
cloud users have security concerns as the cloud
service providers usually do not take care of complete
end to end security of cloud data. To address the
security concerns of cloud users, in this paper, we
implemented a multi-cloud environment where users
can store data in multiple clouds. The advantages of
this kind of environment include high service
availability, low security risks and the insider theft is
eliminated to a greater extent.
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