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Abstract- Firewall is becoming very popular element in network security. It is widely adopted to ensure the security of 
private networks by filtering out unwanted traffic.  Firewall rules must be defined and ordered carefully to avoid firewall 
policy anomalies that may cause network failure. Packet classification is the process of categorizing packets into “flows” in 
an Internet router. All packets belonging to the same flow obey a predefined rule and are processed by the router. A set of 
packet classification algorithms is proposed to automatically identify policy anomalies in packet filtering firewalls. Two fast 
packet classification algorithms HSM (Hierarchical Space Mapping) and RFC (Recursive Flow Classification) are 
implemented and analyzed on the basis of different parameters such as memory used, preprocessing time and lookup time. 
Further it implements space efficient policy anomaly detection using HSM algorithm for packet filtering firewalls.  
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I. INTRODUCTION 
 
Firewall rules contain a criterion and an action to take 
if any packet matches the criterion. Actions are 
usually to allow and to deny. The criterion of a rule 
consist of a protocol, source IP, source port, 
destination IP and destination port. A packet arriving 
at a firewall is tested with each rule sequentially. 
Whenever it matches with the criteria of a rule, the 
action specified in the rule is executed, and the rest of 
the rules are skipped. For this reason, firewall rules 
are order sensitive [4]. 
Example of Firewall rule:  
<TCP, 64.233.179.104, 80, 192.168.20.*, ANY, 
ACCEPT>   
When a packet matches with more than one rule, the 
first such rule is executed. Thus, if the set of packets 
matched by two rules are not disjoint, they will create 
anomalies. The process of manually defining the rules 
and trying to detect mistakes in the rule set by 
inspecting the rule base is very much error prone and 
time consuming [1]. The main objective of this work 
is to emphasize on detecting conflicts in firewall 
policies because an accurate detection of policy 
conflicts is a major concern and is very important in 
case of the performance of packet filtering firewall 
[2][3]. It improves firewall functionality by 
generating conflict free rule set more efficiently. 
Multidimensional Packet Classification is essential to 
modern network security devices such as firewalls 
and intrusion detection systems [9]. HSM and RFC 
algorithms use independent parallel search on index 
tables. The results of the searches are combined into a 
final result in several phases. So these algorithms are 
fast in classification. Algorithms for packet 
classification can be categorized as [7]- 
1) Hardware based: They use Ternary content 
addressable memories (TCAMs). 
2) Software based: Trie base, Decision tree, Hash 
based etc. 

 
Different classes and algorithms for packet 
classification are shown in table 1: [8] 

 
Table 1: Taxonomy for packet classification 

algorithms [8] 

 
 
II. EXPERIMENTAL DETAILS 
 
2.1. HSM Algorithm and Example 
In Hierarchical Space Mapping (HSM), packets are 
classified using policy lookup table by considering 
four parameters. Destination IP (DA), Source IP 
(SA), and Destination port number (DP), and Source 
port (SP) number. It reduces searching space by 
hierarchically and step by step mapping the lookup 
domains two-to-one.  
 

 
Fig.1. Packet flow in HSM [7]. 
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First, it maps the IP address spaces (SA, DA) and the 
port number spaces (SP, DP) into non overlapped 
segments by considering the network address and 
port number ranges used in the policy table, and 
reduces the original four-dimension space to a two-
dimension space by looking up the two tables, AMT 
(Address Mapping Table) and PMT (Port Mapping 
Table). These tables are transformed to the one-
dimension policy lookup table (PLT). Step by step 
flow of packet in HSM is shown in Fig. 1 [7]. Policy 
Lookup Table gives information about conflicting 
rules. Procedure for Generation of Policy Lookup 
Table is as follows. 

 
1. IP Address Fragmentation 
Both source and destination address spaces are 
fragmented by considering the ranges appeared in the 
policy table. After completing this for every policy in 
the policy table, an address sequence number (ASN) 
is assigned in the ascending order, starting from 0. 
Bitmap is assigned to each source   address sequence 
no (SASN) and destination address sequence no. 
(DASN) as shown in HSM example. 
 

 
Fig.2. IP Address Segmentation [10]. 

 
2. Port number Fragmentation 
Port number fragmentation is done and PSN is 
assigned in same manner as IP address fragmentation 
in first step. BM is assigned to each source port 
sequence no. (SPSN) and destination port sequence 
no. (DPSN). 
 
3. Generation of AMT 
A bitmap is assigned for each ASN indicating which 
policies in the policy table contain this ASN. Each 
policy in the policy table has one bit in bitmap. For 
example if there are 3 policies in the policy table and 
policy 1 and 2 are covered by SA#0 then a BM of 110 
will be set to SA#0. Each entry of AMT is given an 
Address Group Number (AGN) according to the 
order of its appearance along with a BM tagged to it. 
The BM is formed by an AND operation of SA and 
DA BMs. Different AGN has different BM [10]. 
 
4. Generation of PMT 
PMT generation is identical to AMT. Port Group 
Number (PGN) is assigned to each entry of PMT and 
has a BM tagged to it. The BM is formed by an AND 
operation of SP and DP BMs. 
 
5. Generation of PLT 
PLT is generated from AMT and PMT. AND 
operation is performed on BMs of AGN and PGN 
and then policy numbers are picked up from no. of 

1’s in the result. Each entry of PLT is filled with 
those policy numbers. It gives the information about 
conflicted rules [6]. 
Example of HSM that shows stepwise complete 
operation of HSM for table 2 is shown in fig. 8. 
 
2.2. RFC Algorithm and Example 
In RFC, the packet classification is done by mapping 
S bits in the packet header to T bits of class ID (where 
T << S). The mapping is performed recursively; at 
each stage the algorithm performs a reduction, 
mapping one set of values to a smaller set.  
 
The RFC algorithm has P phases, each  phase 
consisting of a set of parallel memory lookups. Each 
lookup is a reduction in the sense that the value 
returned by the memory lookup is shorter than the 
index of the memory access.  
 

 
Fig.3. Packet flow in RFC [11]. 

 
The algorithm operates as follows: 
1) In the first phase, F fields of the packet header are 
split up into multiple chunks that are   used to index 
into multiple memories in parallel.  Figure 4 shows an 
example of how the fields of a packet may be split 
across each memory. Each of the parallel lookups 
gives an output value that we will call eqID. The 
contents of each memory are chosen so that the result 
of the lookup is narrower than the index. 
 

 
Fig.4. Example splitting packet headers into chunks [11]. 

 
2) In subsequent phases, the index into each memory 
is formed by combining the results of the lookups 
from earlier phases. 
For example, the results from the lookups may be 
concatenated. 
3) In the final phase, we will get one result from the 
lookup. This value corresponds to the class ID of the 
packet [11]. From this final Class bitmap (CBM), we 
will get the information about matching rules. 
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Example of RFC that shows complete operation of 
RFC for table 3 is shown in fig. 9. 
  
III. RESULTS AND DISCUSSION 
 
The purpose of this performance evaluation is to 
compare two fast packet classification algorithms 
HSM and RFC which can be used for detecting 
conflicts in firewall rules.  For this comparison, 
results of HSM and RFC are taken on different data 
sets of different sizes and further evaluated by 
considering the lookup time, complexity of pre-
processing time and the resulting storage 
requirements. Following are the results. 
 
3.1. Memory Occupied/Used 

Table 4: Comparison of Memory Occupied 

 
 

 
Fig.5. Memory used by HSM and RFC 

 
Table 4 and fig. 5 shows the comparison between 
HSM and RFC on memory occupied. HSM is 
superior to RFC in space complexity. 

 
3.2. Lookup Time 
From table 5 and fig. 6, it is concluded that the 
Lookup time required for HSM is more than that of 
RFC. 

Table 5: Comparison of Lookup Time 

 
  

 
Fig.6. Lookup Time required for HSM and RFC 

3.3. Pre-processing Time 
Table 6 and fig. 7 illustrates that pre-processing time 
required for HSM is longer than RFC. 
 

Table 6: Comparison of Pre-processing Time 

 
 

 
Fig.7. Pre-processing Time for HSM and RFC 

 
CONCLUSIONS 
 
The HSM and RFC algorithms are implemented for 
packet classification and analyzed on the basis of 
memory requirement, time taken for classification, 
that is pre-processing time and lookup time. I found 
the following results. 

1. Space complexity of HSM is better as compared 
to RFC.  

2. The pre-processing time required for RFC is less 
than that of HSM. 

3. Lookup time of HSM is longer than RFC.  
 
It also focuses on systematic detection of anomalies 
in rules for packet filtering firewall using HSM 
algorithm. HSM algorithm is used in proposed system 
to facilitate space efficient anomaly detection  
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Table 2: Rule Table for HSM 

 
 

 
Fig.8. Contents of HSM tables for the example classifier of Table 2. The accesses made by example packet have been shown in gray 

color. 
                            

Table 3: Example Chunk Table for RFC 
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Fig.9. Contents of RFC tables for the example classifier of Table 3. The accesses made by example packet have been shown in gray 

color. 
 
 
 
 
 
 

 


