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Abstract- With increasing awareness of security programming, the number of software vulnerabilities deployed on a machine 
have subsequently decreased. These exploitation activity also required efforts of attackers in deploying, exploiting the service. 
Firewalls, access control lists (ACL’s), intrusion detection/prevention systems deployed block inbound connections most of 
the times. Whereas outbound connections are allowed since they have the permission of user accessing the traffic. A 
vulnerable application requesting traffic from an externally hoisted server is exploited and user accessing the application 
transfers shell to the server listening remotely. To eradicate this kind of attack technique, this paper focuses on creating a high 
interaction honeypot system controlled by a python script. The client honeypot is governed by master running python script 
using SSH traffic. Clients collect the urls by specifically crafted web-links crawler. These web links are visited by the 
application specified. Then clients report all the suspicious activities performed in the form of logs and alerts created by snort 
IDS while running the web pages on client side browsers. This url is further then stored into a blacklist which can restrict 
browser from visiting this link in future. We introduce the design and implementation of this system in this paper. 
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I. INTRODUCTION 
 
Internet is a network of inter linked networks 
consisting of two or more networks. These networks 
are maintained by very large quantity of differently 
motivated people and thus cannot be trusted as a whole. 
Security of data is of prime importance as it can lead to 
non favourable or even disastrous conditions in some 
extreme cases. Security has its three main principles 
as confidentiality, integrity and authenticity. Breach 
of any of above specified properties is termed as 
security breach.  
 
Attacks involving client side architecture can be 
divided into two types- server side attacks and client 
side attacks. A server side attacks is when a server 
running on a machine and running service like 
net-bios, http, ftp are exploited by an attacker. A client 
side attack is where a client used to! visit or browse to 
above mentioned services is exploited.  
 
Some of these clients can be web browsers like internet 
explorer, firefox, SSH client like putty and email 
viewing clients. These client softwares interact with 
files with different coding architectures and 
paradigms understood by them. Browsers can be 
further used to download malware and viruses linked 
to the files being downloaded. A honeypot can be used 
to log, detect and analyse known and unknown attacks 
spread by the web based servers. For detecting 
intrusion an IDS is needed. IDS are of two 
types-Anomaly based IDS and Signature based IDS. 

Anomaly based IDS monitors the network traffic 
based on a pre-fixed acceptable state. This kind of IDS 
is instrumental in detecting denial of service attacks. 
Signature based IDS on other hand look for initial 
signatures matching data streams. If they match, an 
attack has happened. Signature based IDS fall victim 
to false positive and false negatives.  
 
A false positive is when a valid, non malicious traffic 
matching signature comes into the frame of detection. 
A false negative is when a malicious traffic goes 
undetected and thus generating no alert. Snort IDS is a 
signature based IDS and its signature are used as 
standardised IDS signatures world wide.  
 
In our architecture we deploy four different high 
interaction honeypots on virtual machine platform. 
Our aim is to make these different honeypot’s web 
client browsers visit the urls specified and in the 
process get compromised. Since all these honeypots 
have a logging and alert facility for reporting on the 
basis of snort IDS, they report the url exploiting there 
client.  

 
This text is divided as follows: Section 2 gives an 
overview about related work in the topic of malicious 
web site detection techniques, and research in client 
side honeypots. It also gives a brief overview on 
research in field of snort IDS. Section 3 introduces 
PythonHoneyMonkey the malicious web site 
collection system in detail. It will focus on how client 
side attacks on the web browsers are performed on 
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different flavours of operating systems. In the end, this 
section will present the architecture deployed, final 
design and implementation. Section 4 presents the 
conclusion and future scope of work.  
 
II. RELATED WORK  
 
Microsoft research project known as  Strider Honey 
Monkey project [2] focuses on detecting the websites 
exploiting internet explorer. They deployed internet 
explorer on differently patched systems and gathered 
whereabouts of web sites exploiting these clients. They 
even captured few 0-day attacks. Zach Brewer utilised 
advisory published by Determina Research on MS 
animated cursor vulnerability. Also honeynet project 
have published a white paper on client side attacks and 
client side honeypots.  
 
III. PYTHONHONEYMONKEY: 

MALICIOUS INTERNET WEBSTE 
COLLECTION SYSTEM  

 
Malicious websites are the ones which try to barge in 
the standard security procedures and create an 
emergency state for a client. These malicious servers 
can exploit vulnerabilities and security procedures like 
cross site scripting, browser redirection, and for the 
interest of our research set up a client side attack. To 
understand the functioning of this system, we must 
first be aware of what are client side attacks.  
 
3.1 Client Side Attacks  
Client side attacks are performed on web browsers, 
email clients which are used to visit a remotely located 
server to fetch data. Client side attacks are of three 
types namely - obfuscated code attacks, documented 
code execution attack and web based attacks. Code 
obfuscation is an art. It aims in not allowing a normal 
programmer to understand what the end code says or 
performs. It hides aways its details in such a way that 
unaware programmer is tricked into executing the 
code but still unsure of what the actual outcome of 
piece of code is. This art was designed by the 
programmers to save their piece of code being cheated, 
to provide security cloak. A javascript tool known as 
Spider Monkey can be used to detect obfuscated code 
sent to browsers via web servers. This is quite contrast 
in documented code execution attack. There are many 
application softwares needed for daily use purpose to 
run various documents like word, excel sheets and pdf 
files.  
 
Exploit codes are injected in documents supported by 
these vulnerable applications which are then triggered 
as an entry point to a secure network system. Web 

Based Client side attacks on other hand do not require 
a victim to process any kind of code or document on 
their end. Since the growth of world wide web, the 
number of websites hosted are increasing day by day. 
There can be no way of checking the websites are 
harmless or not unless being scanned or visited. This 
factor is exploited by attackers to lure the victims. A 
victim can be forced to download certain essential and 
day to day use applications like java, codecs for video 
players, or as simple as installing flash players. These 
simple but harmful interactions by user look harmless 
on first go, but are actually dangerous and can yield a 
root permission to an attacker.  
 
Most of the browser need various APIs like javascript, 
css, vbscript to perform their day to day functions. 
These API can make client browsers being redirected 
to non specified url or server, and thus getting 
exploited due to an unknown and unlatched 
vulnerability of client side browsing software like 
Internet Explorer or Firefox.  
 
3.2 Overall Architecture 
Complete architecture of PythonHoneyMonkey 
comprises of four slave operating system machines on 
virtual machine platform. Selection of two of the most 
widely used not for free operating systems of Windows 
and two open source freely available Linux kernel 
operating systems renders this project a multi OS 
support system. The motive behind the particular 
selection is to collect the servers which have setup 
exploits and exploit URLs of different purpose for 
different operating systems. Also, native Windows OS 
use client side application as Internet Explorer, where 
as Linux OS use Firefox web browser client.  
 
The honeypot computers or the slave computers 
deployed are Windows XP SP2, Windows 7 SP0, 
Ubuntu 10.04 and Centos 5. These honeypots perform 
the task of web crawling and collecting the url 
specified as an input field. 

 
Figure 1: Network Diagram 
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For exploitation purpose or creating a malicious server 
setup that is for creating malicious urls and web pages,   
Kali Linux was chosen which could reflect the pages 
setup at internet. Kali linux is Debian type linux with 
tools and scripts specifically used by penetration 
testers and security admins.  

 
As shown in Figure 1,  two different subnets are setup 
for the purpose of separating the control network with 
the network which is open for testing purpose. Master 
Ubuntu 12.04 machine controls the slave/sensor 
machines. It also hosts a MySQL database log server. 
This machine is setup as completely isolated machine 
and has no access to any kind of network other than 
controlling the slaves machines. Control structure for 
Master takes in five input parameters.  
 
The server to test. It can be a url or an IPv4 address for 
server. The client operating system to select for testing. 
Which is to be chosen from four slave machines 
specified above. The IP address of slave client 
machine. All the communication happening between 
master and slave are in secure shell IP protocol or SSH. 
Therefore a username and password for SSH server 
running on the slave machine is also needed.   

   
Input url acts as a data source. All the links and urls 
listed in this url page are echoed into a file which is 
uploaded to master computer.  
 
All the slave honeypot machines have a snort process 
running, which logs all activity going in the system. It 
also creates an alert log if a malicious activity is 
detected on the basis of signature match snort 
performs. On the basis of alert list, master Ubuntu 
machine creates a blacklist of the links which are 
deployed with malicious intentions in mind. Snort 
rules need to be updated within every 15 days to make 
system unto the mark. Since we are focusing only on 
browser vulnerabilities, snort configuration file 
should be adjusted accordingly in all the honeypot 
machines.  
 
3.3 PythonHoneyMonkey: Detailed Working  
A network crawler is used to collect web page URL. 
Then analysis of these collected first level URL’s is 
done to collect URLs which can be further crawled.  
This entire process can be extended to level three in 
the design, which can be extended on admin’s concern. 
For different operating systems, a different approach 
is followed for creating crawler.  
 
3.3.1 Crawler Design:  Main aim is initially to collect 
the input base. Since the initial input provided is a web 
page which is supposed to be handling the malicious 

server links, a crawler is needed to collect the 
addresses of these servers. Pseudocode for collecting 
the url pages from a web page is as shown in Figure 2.  
 
For windows operating system a Python API named as 
BeautifulSoup is implemented. This API works on 
urllib2 package for python development. For Linux 
honeypot OS command line based web crawler 
browser named lynx is utilised. This CLI browser can 
capture all the hidden links in source html URL page. 
Centrally there execution follows  
 

 
Figure 2: Crawler Pseudocode 

 
the pseudocode specified above looking for certain 
strings in web page to collect the links and increase the 
input directory. All the captured URL’s from these 
crawlers are stored in text file which can be further 
utilised to increase the links file. In this architecture it 
can jump up to three levels of web crawling 
interactions from command line. It can be increased 
from programming perspective if needed. 
 

 
Figure 3: Data Flow Diagram 

 
3.3.2 Client URL execution: On the basis of links file 
created by the crawler, the master issues a command to 
browser of honeypot to visit the links sequentially. The 
entire process occurs via secure shell process, thus 
username and password for Ssh server are required for 
client’s examination.  Since these contain all kind of 
links deployed in a realtime internet, some can be 
malicious as well exploiting vulnerabilities issued or 
even Zero day attacks. Our focus is mainly upon client 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-10, Oct.-2014 

Python Honey Monkey: Detecting Malicious Internet Websites on Client Side Honeypots 
 

53 

side attacks set up by machines and remote servers. 
Thus the Internet Explorer application on Windows 
slave machines and Firefox applications on Linux 
machine will be issued a command to open the 
addressed provided to them via shell command 
remotely.   
 
3.3.3 Logs and Alert Creation: Snort is a signature 
based IDS which is deployed on these honeypots for 
intrusion detection purpose. Snort’s detection engine 
whenever matches the signature with real time packet, 
it generates a log. When a security breach happens, its 
creates an alert. All of this is reported at master and a 
backend snort log server. The log server deployed with 
a MySQL database creates relational data for further 
analysis. The database stores the event occurring, the 
data that analysis. The database stores the event 
occurring, the data that created the event.  
 
3.3.4 URL blacklist Creation: On the basis of alert list 
of security breaches performed by the IP addresses in 
snort log server, a IP_blacklist.text file is created in 
the end which stores the IP address. All the URL’s 
hosted on the particular IP address are entered into a 
blacklist file.  
 
IV. WORKING 
 
Figure 3 provides complete flow of the entire process 
which can be broken into simple steps as followed:  
 

 
Figure 4: Process Pseudocode 

 
V. SETUP AND RESULTS  
 
For experimental setup,  a server in local subnet as of 
the sensor machines is deployed. The server is hosting 

web page which contains the URL links that can 
breach the security of vulnerable clients visiting them. 
The malicious URL links are deployed at Kali Linux 
machine as follows:  
 

 
Table 1: Exploiting Server Details 

 
For detecting the occurrence of events, signature 
matching is required. Intrusion detection system, as 
already stated SNORT-IDS is being used. Snort 
already has inbuilt signature base and thus standalone 
rules and signature are deployed without any tweaks. 
For changes, new rules can be added and old ones can 
be amended. Details for snort deployed in our host are 
as follows.  
 

 
 
For experiment, a web page with 100 links is deployed 
which were extracted by each of honeypots crawlers. 
This link or webpage contain the links which are 
hosted by exploiting server apart from few genuine 
redirects.  
 

The crawler generated a list which were used as a 
command by master machine to be visited by slave 
honeypots. Snort IDS thus generated alerts on the 
basis of events occurring and gets them logged at 
remote MySQL database server. The results of our 
experimental setup are as specified below:  
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Finally, we were successful in finding a list of url’s set 
up by a remote web server for exploiting the client side 
vulnerabilities with the help of Snort IDS. Since 
Windows-XP is oldest operating system of the lot, it 
had most of the vulnerabilities in open, hence the 
result showed in total of eighteen events detected by 
this sensor machine. Also an interesting thing was of 
these eighteen events detected the attacker machine 
was able to transfer shell of Windows-XP in six of 
these exploits successfully in form of Meterpreter shell. 
Windows-7 sensor logged a total of seven events 
which were similar to those logged by windows XP 
sensor. In one account, a shell was successfully 
transferred. Whereas our linux box sensor 
Ubuntu-10.4 logged a total of three events. No shell 
transfer was found in this case though as the exploits 
failed.   
 

 
Graph 1 : Total Links Setup VS Total Links Detected 

 

CONCLUSIONS AND FUTURE SCOPE OF 
WORK 

 
In this paper an approach for collecting malicious 

web URLs with help of open source technologies is 
proposed for multiple operating system types. It is 
presented as python based master slave architecture 
for testing client side attack vectors deployed as URL 
of the websites. For this purpose a web link extractor 
or web site crawler just for the sake of collecting all the 
links from a web page is also presented. The final 
result consist of a blacklist file which contains a list of 
URLs and list of IP addresses triggering 
vulnerabilities of different operating systems and their 
default web browsing softwares. These machines act 
as a honeypot whose importance lies in being scanned, 
probed or detected. Snort’s ruleset can be updated in 
every fifteen days timespan by its developers. Thus 
honeypot is expected to report every malicious activity 
it detects. Since rules of snort can be modified, an 
admin is free to add or delete few rules according to 
their network configurations and requirement 
constraints.  

 
For testing this kind of architecture for better results a 
bigger data set is required, just like an internet with all 
kinds web servers. Snort tends to generate few false 
negatives on the basis of signatures it does not have in 
its database. Thus apart from signature based IDS 
system, an anomaly based IDS working parallel would 
be better. The future of attack detection never fades 
away as new attacks are discovered every single day.   
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